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Motivation

Ø Defence against	organized attacks requires	
collaboration	amongst	service	providers

Ø Protection	of	the	network	can	often	only	be	
guaranteed and	financed as	a	shared	effort

ØNetwork	of	organizations	evolve over	time	and	
become	more	complex

Ø Find	a	“right”	partner	is	a	challenging	task.
We	need	to:	
Ø Define	a	more	sophisticated and	computationally	
executable	method	to	select	the	“right"	partner	for	
sharing	data	and	intelligence.



Requirements	To	Create	An	Alliance

Alliance	Strategy

Organize,	Maintain	
and	Evaluate	TrustPartner	Selection

Risk	Estimation Policies &	Common	
rules (Governance	

framework)



Contributions

• Evaluate,	measure	and	maintain	trust	among	the	alliance	members.
• Present	and	implement	the	computational	trust	model	(SCTM).
• Risk	estimation	through	the	SCTM	model.	The	SCTM	facilitates	risk-based	
partner	selection	to	select	the	“right" partner	to	collaborate	in	joint	tasks.	

• A	governance	model	to	define	a	set	of	policies	and	rules.	



Trust	and	its	Antecedents
• “x”	expects	“y”	to	do	task	(𝜏)		and	“y”	will	not	exploit	vulnerabilities	of	“x”	when	
“y”	faced	with	the	opportunity	to	do	so.	Therefore,	“y”:

• Has	the	potential	ability	to	perform	a	given	task	(competence),
• Adheres to	a	set	of	rules agreed	upon	and	acts	accordingly	to	fulfill	the	
commitments	(integrity),	and

• Acts and	does	good even	if	unexpected	contingencies	arise	(benevolence).
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Computational	Trust	Model	(SCTM)

• Identify	three	distinctive	
trustworthiness	factors	
(Benevolence,	Integrity	and	
Competence)

• Evaluate	Trust	in	a	dynamic	
way

• Gather	the	direct	and	indirect	
evidence	on	a	trustee	

• Update	Trust	value	
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In	order	to	define	the	situations	that	lead	to	an	agreement	between	a	trustor	and	a	
trustee:	
• d1 =	trustor,	
• d2=	trustee,	

• d3 =	time,	

• d4=	location,
• d5=	task,

• d6=	complexity,	
• d7=	deadline,	

• d8=	Outcome	

• Three	different	outcome	of	tasks

Context	Definition	

val	(𝑑&) = (
1	, 				𝑖𝑓	𝑑&= 𝐹𝑑
0.5	, 			𝑖𝑓	𝑑&= 𝐹𝑑𝑑
	0	, 		𝑖𝑓	𝑑&= 𝑉



Evidence	Gathering:	Direct	evidence

• A	trustor	looks	at	its	Kb	to	collect	the	evidence	on	a	trustee	based	on	past	
interactions.	

𝑣𝑎𝑙5 . ⟶ [0,1]
𝐸𝑑(𝑥, 𝑦, 𝑠=; 𝑘𝑏A) = {𝑑&(x,	y,𝑠=) ∈ 𝑘𝑏A}

𝑣𝑎𝑙5 𝐸𝑑(𝑥, 𝑦, 𝑠=; 𝑘𝑏A) = E
FG
∑ 𝑣𝑎𝑙 𝑑&(x,	y,𝑠=)�
5J(A,K,LM)∈N5(A,K,LM;	OPG)

val	(𝑑&) = (
1	, 				𝑖𝑓	𝑑&= 𝐹𝑑
0.5	, 			𝑖𝑓	𝑑&= 𝐹𝑑𝑑
	0	, 		𝑖𝑓	𝑑&= 𝑉

,𝑁A = 𝑛𝑢𝑚𝑏𝑒𝑟	𝑜𝑓	𝑒𝑛𝑟𝑡𝑖𝑒𝑠	𝑖𝑛	𝑡ℎ𝑒	𝐾𝑏[𝑠
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Evidence	Gathering:	Indirect	evidence

• A	trustor	asks	a	trustee’s	direct	neighbors	to	send	him	their	evidence	on	a	given	
trustee.

𝑣𝑎𝑙\ . ⟶ [0,1]

Ec	(𝑛𝑏𝑟K,	y,𝑠=) =	{	Ed(u,	y,𝑠=;𝑘𝑏b)	|	𝑢 ∈ 𝑛𝑏𝑟K}
𝑣𝑎𝑙\ 𝐸𝑐(𝑥, 𝑦, 𝑠=) = E

Fefg
∑ 𝑣𝑎𝑙5 𝐸𝑑(u,	y,𝑠=;	𝑘𝑏b)�
N5(b,K,LM;	OPG)∈N\(hPij,K,	LM)
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𝑁hPi = 𝑛𝑢𝑚𝑏𝑒𝑟	𝑜𝑓	𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠	𝑡ℎ𝑎𝑡	𝑐𝑜𝑛𝑡𝑟𝑖𝑏𝑢𝑡𝑒	𝑡𝑜	𝑡ℎ𝑒	𝑣𝑎𝑙\



SCTM
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Benevolence	Function

• Based	on	the	direct interactions	between		
𝑡𝑟𝑢𝑠𝑡𝑜𝑟 𝑥	𝑎𝑛𝑑	𝑡𝑟𝑢𝑠𝑡𝑒𝑒	𝑦 in	the	situation	𝑠=.

𝐵𝑒𝑛 𝑥, 𝑦, 𝑠= = 𝑣𝑎𝑙5 𝐸𝑑(𝑥, 𝑦, 𝑠=, 𝑘𝑏A)



Competence	Function

• Evaluate	based	on	the	all	available	evidence	on	Trustee	(e.g.	y,z)

𝐶𝑜𝑚 𝑛𝑏𝑟K, 𝑦, 𝑠= = 𝑣𝑎𝑙\ Ec(𝑛𝑏𝑟K[,	y,	𝑠=) , 𝑛𝑏𝑟K[ = 𝑛𝑏𝑟K\{𝑥}

Deljoo,	Ameneh,	et	al.	"The	Impact	of	Competence	and	Benevolence	in	a	Computational	Model	of	Trust."	IFIP	International	Conference	on	Trust Management.	
Springer,	Cham,	2018.

Z

W
D

A

Y

X

C

B

M

N

Request the evidence

Ec (W,Y)

Ec (Z,Y)

Ec (A,Y)

Ec (M,Y)



Integrity	Function

• The	given	trustee’s	integrity	is	computed	by:	

𝐼𝑛𝑡 𝑛𝑏𝑟K, 𝑦, 𝑠= =
∑ 𝑁p5�
qPr∈hPij (𝐾𝑏b, 𝑦)

𝑁N\

where	
	𝑁p5 𝐾𝑏b, 𝑦 = | 𝐸𝑑 𝑢, 𝑦, 𝑠=, 𝑘𝑏b |𝑢 ∈ 𝑛𝑏𝑟K	&	𝑣𝑎𝑙 𝑑&(𝑢, 𝑦, 𝑠=) = 	𝐹𝑑	|



Estimating	Trust	based	on	Competence	and	Benevolence	functions	

𝑇𝑤(𝑥, 𝑦, 𝑠=) =
1
3
(𝐶𝑜𝑚(𝑛𝑏𝑟K, 𝑦, 𝑠=) + 𝐼𝑛𝑡(𝑛𝑏𝑟K, 𝑦, 𝑠=) + 𝐵𝑒𝑛 𝑥, 𝑦, 𝑠= )

𝑇𝑟 𝑥, 𝑦, 𝑠= = 𝑇𝑤(𝑥, 𝑦, 𝑠=)



Risk	Estimation



Risk	Estimation	

Interaction	Risk	(𝑅= 𝑥, 𝑦, 𝑠= ) in	the	Alliance	Consists	of:	

• Relational	Risk	 𝑅i 𝑥, 𝑦, 𝑠= :	The	probability and	consequence of	not	having	a	
successful	cooperation	(Benevolent	behavior)	.		

• Performance	Risk	(𝑅z 𝑥, 𝑦, 𝑠= ):	The	probability and		consequences that		
alliance	objectives are	not	realized despite	satisfactory	cooperation	among	the	
partner	(the	competence	of	the	given	member).	

Risk	Estimation



Interaction	risk

Interaction	Risk	is	given	by:	

	𝑅= 𝑥, 𝑦, 𝑠= = 	𝑅i 𝑥, 𝑦, 𝑠= + 𝑅z 𝑥, 𝑦, 𝑠=

	𝑅= 𝑥, 𝑦, 𝑠= = 𝑤E(1 − 𝐶𝑜𝑚 𝑥, 𝑦; 𝑠= ) +		𝑤| 	1 − 𝐵𝑒𝑛 𝑥, 𝑦; 𝑠=

	𝑅= 𝑥, 𝑦, 𝑠= = 	𝛼 1 − 𝐶𝑜𝑚 𝑛𝑏𝑟K, 𝑦, 𝑠= 	+	 1 − α 	1 − 𝐵𝑒𝑛 𝑥, 𝑦, 𝑠= , 	0 ≤ 𝛼 ≤ 1

Perceived Interaction Risk
( Ri ( x,y, Si ))

Benevolence Function

Risk Estimation

Competence Function

Relation Risk (Rr ( x,y, Si ) ) Performance Risk (Rp ( x,y, Si ))

W1
W2

𝑤E =	𝛼	,	 	𝑤|= 1 − 𝛼
T. Das, B.-S. Teng, Risk types and inter-frim alliance structures, Journal of management studies 33 (6) (1996) 827{843.



Case	Study
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Notation

1Dimensions are: d1 = trustor, d2= trustee , d3 = time, d4= location, d5= task, d6=complexity, d7= deadline, d8= Outcome

1



val	(𝑑&) = (
1	, 				𝑖𝑓	𝑑&= 𝐹𝑑
0.5	, 			𝑖𝑓	𝑑&= 𝐹𝑑𝑑
	0	, 		𝑖𝑓	𝑑&= 𝑉

Calculate	the	Outcome
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vd8=	Outcome	
vThree	different	outcome	of	tasks

𝐹𝑑 𝐹𝑢𝑙𝑙𝑓𝑖𝑙	𝑑𝑢𝑡𝑦
𝐹𝑑𝑑 𝐹𝑢𝑙𝑙𝑓𝑖𝑙	𝑑𝑢𝑡𝑦	𝑤𝑖𝑡ℎ	𝑑𝑒𝑙𝑎𝑦

𝑉 𝑉𝑖𝑜𝑙𝑎𝑡𝑒



Simulation	settings	and	their	illustrations
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Scenario

Domain	“N”		wants	to	choose	ideal	domains	for	collaboration	in	order	to	
mitigate	and	defend	against	a	certain	attack.

Task	(𝜏):	Mitigate	and	defend	against	a	certain	attack.

Sub-tasks:	
• 𝜏LE:	provide	resources	within	a	certain	time	window,
• 𝜏L|:	monitor	a	certain	traffic,
• 𝜏L�:	block	a	certain	link,	
• 𝜏L�:	implement	a	certain	counter	measurement.



Selecting	a	“right”	partner	algorithm
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Evaluation	Result
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Governance	framework

• We	use	the	Service	Provider	Group	(SPG)	framework	to	define	a	set	of	common	
rules	and	Policies

• A	normative	Agent	Based	Model	(N-BDI*)	to	monitor	the	members’	behavior
• Eduroam,	Cyber	threat	Alliance
• Digital	Data	Market	Place	https://klm-4tlas.herokuapp.com/

• Employ	the	block	chain	and	smart	contract	to	implement	the	rules.
• Stability	of	the	Digital	Data	Marketplace.		

Policies &	Common	
rules (Governance	

framework)



Conclusion

• To	evaluate the	trustworthiness of	a	trustee	the	direct and	indirect evidence	on	
the	given	trustee	were	taken	into	account.	

• The	trust value	is	computed	by	three trust	factors,	namely	competence,	integrity
and	benevolence.	

• Benevolence is	computed	from	direct evidence	between	a	trustee	and	a	trustor	
• Competence	and	integrity are	assessed	on	the	base	of	the	received	feedback	
from	the	other	alliance	members	(a	trustee's	direct	neighbors).	

• We	are	able	to	collect	a	variety	of	evidence	on	a	trustee	by	introducing	eight	
dimensions	for	each	context.	



Conclusion

• The	interaction	risk	estimated	through	the	SCTM by	combining	benevolence and	
competence.

• The	weighting	factors used	to	determine	different	weights	to	select	the	partners	
based	on	the	task.

• We	evaluated	the	SCTM	framework	with	SARNET	Emulation developed	by	Ralph.
• The	N-BDI*	framework	defined	to	monitor	the	member’s	behavior.		



Thank you. 

Ameneh Deljoo
a.deljoo@uva.nl


